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1. MACIIOPT PABOYE# MPOTPAMMBbI TIPO®ECCUOHAJBLHOTO
MOJIYJS

IIM.03 Obecnieuenne uHPpOPMANMOHHOI 0€30NMACHOCTH B TEJIeKOMMYHUKAIIHOHHBIX CHCTEMAX U
ceTsX BellaHus

1.1. O6saacTh NpUMEHeHNsI MPOTPAMMBI

Pabouas mnporpamMa mnpodecCHOHAIBHOTO MOIYJS SABISETCA MPOTPaMMOM  MOJATOTOBKU
cnermanuctoB cpeaHero 3BeHa (IIIICC3) B coorBerctBuum ¢ ®I'OC mo cnenmansHoct CIIO
11.02.10— «PaguocBsi3b, pajuoBelIaHUe U TeJIEBHAECHHME» B YacCTH OCBOEHHUS OCHOBHOIO BHUJA
npodeccuonanbHor  nesrenbHocTH (BITJ]): OOecneyenne wuHopManuoHHoii 0e30MaCHOCTH B
TeJIEKOMMYHMKAIIMOHHBIX CHCTEMaX U CeTSIX BeUIaHWs U COOTBETCTBYIOIIUX MPO(ecCHOHAIBHBIX
kommerennuit (11K):

IIK 3.1 Mcnonp30BaTh MporpaMMHO-aINapaTHBIE CPEACTBA 3aIIUTHl MHPOpPMALMU B CHCTEMax
PaZMOCBS3H U BEUIaHMUS.

IIK 3.2. [IpuMeHSATh CHUCTEMBbl aHajHM3a 3allUIIEHHOCTH JUIsi OOHapyXEHHUs YSI3BUMOCTEH B
ceTeBoi HHPPACTPYKTYpE, 1aBaTh PEKOMEHAAINH 110 UX YCTPAHEHHUIO.

1K 3.3. O6ecneunBath 6€30MacHOE aAMUHUCTPUPOBAHHUE CETEH BEIAHUS.

Pabouas nporpamMma mpo¢hecCHOHATBFHOTO MOAYJIS MOXKET OBITh MCIOJIb30BAaHA MPH MOBBIICHUN
KBATH(UKAIIMM W TIEPETOArOTOBKE pPAOOTHUKOB CBSI3M TIPH  HATWYUH  NMPOGECCHOHATHHOTO
o0pa3oBaHMs.

1.2. Iesn u 3axa4m MOAYyJIsl — TPeOOBAHUS K pPe3yJIbTaTaM OCBOCHHMS MOIYJIs

C menpto oBnaaeHus ykazanHbiM BIIJI u cooTBercTByromuMu mpodeccuoHaTbHBIMU
KOMIETCHIIUSIMHA O0YYarOIIUIACS B X0JI€ OCBOSHUS MPOPECCHOHATHHOTO MOTYJISI TOJIKCH:
umMems NPaKmu4eckKull Onvlm:
® BBISBIICHUS KaHAIOB yTCUKH MH()OPMAIINN;
e ompeeneHnus HeoOXOIUMBIX CPECTB 3aIIUTHI;
MIPOBEJICHUS aTTECTAIlMN 00BEKTA 3aIUThI (TPOBEPKU YPOBHS 3AIIUIIEHHOCTH);
pa3pabOTKH MOJUTHKHU 0€30MaCHOCTH I 00BEKTa 3aIUTHI;
YCTaHOBKH, HACTPOHKH CIEIHAM3HPOBAHHOTO 000PYIOBAHHUS 110 3aIIUTE HHPOPMAITUH;
BBISIBJICHUS BO3MOXHBIX aTaK Ha aBTOMAaTU3HUPOBAaHHbIE CUCTEMBI;
® YCTAaHOBKM M HACTPOWKH MPOTPAMMHBIX CPEICTB 3aIIUThl aBTOMATH3UPOBAHHBIX CHCTEM U
nHGOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX CETEH;
e KOH(UTypUPOBaHHS aBTOMATH3UPOBAHHBIX CHUCTEM U HWHGOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
CeTeH;
® [POBEPKH 3aIUIIICHHOCTH ABTOMATHU3MPOBAHHBIX CUCTEM u WH(POPMAITMOHHO-
KOMMYHHKAIIMOHHBIX CETEH;
e 3ammThl 0a3 JaHHBIX;
® OpraHu3allyy 3allUTHl B PA3JIMYHBIX ONEPAIIMOHHBIX CHCTEMaX M CpPeiax;
e mmdpoBaHUsa HHGOPMAITIH;
ymemo:
e Kiaccu(UIMPOBATH YIPO3bl HHHOPMAIIMOHHON 0€30MTaCHOCTH;
MPOBOAUTH BEIOOPKY CPE/ICTB 3alIUThI B COOTBETCTBUU C BBISBIEHHBIMH YTPO3aMH;
OTIpeIeIIATH BO3MOXKHBIE BU/IBI aTaK;
OCYIIECTBIISTH MEPOIPHUSITHS 10 MPOBEJACHUIO ATTECTAIIMOHHBIX padoT;
pa3pabaThIBaTh MOJIUTUKY 0€301IaCHOCTH 00BEKTA;



BBITIOJIHATh PAcue€T M YCTAHOBKY CHEIUATM3UPOBAHHOTO OOOPYAOBAaHHS JUIs MaKCHMaJIbHOU
3alUIIEHHOCTH 00BEKTA;

HUCIIOJIB30BAThH HpOFpaMMHI)IC HpO[IYKTI)I, BBIABJJIAIOIINEC HEAOCTATKHU CUCTEM 3alllUTHI,
MIPOU3BOANTH YCTAHOBKY M HACTPOWKY CPEJIICTB 3aIlUTHI;

KOH(QUTYpPHPOBATh aBTOMATU3UPOBAHHBIE CUCTEMBI U HH()OPMAIIMOHHO-KOMMYHHUKAITIOHHBIE CETH
B COOTBETCTBHUH C MOJIUTUKOW HH(POPMAIIMOHHON 0€30MacHOCTH;

BBITIOJIHSITh TECTUPOBAHUE CUCTEM C LIEJIBIO ONPEICIICHUs YPOBHS 3alTUIIICHHOCTH;

MCIIONB30BaTh MPOTpaMMHbBIE TTPOIYKTHI AJIS 3alIUTHI 0a3 TaHHBIX;

OPUMEHSTH KPUNTOTpaguyecKre MeTO bl 3aIUThl HHPOPMALINY;

3HAMbs.!

KaHaJIbl YTEUYKH MH(POPMAIIH;

Ha3zHaueHHe, KJIacCU(UKAIMIO U IPUHIUITEI paObOTHI CIIEHUAIM3UPOBAHHOTO 000PY/JOBAHUS;
MPUHIHIIEI TOCTPOEHUS HH()OPMAITHOHHO-KOMMYHHKAIIMOHHBIX CETeH;

BO3MOJKHBIE CITOCOOB!I HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

3aKOHO/IaTEJIbHbIE U HOPMAaTUBHBIE ITPABOBBIE aKTHl B 00JIaCTH WHPOPMAIIMOHHOW 0€30ITaCHOCTH;
IpaBUIa MIPOBEACHUS BO3MOXKHBIX IIPOBEPOK;

ATaITBI OTIPENIECICHUST KOH(PHUICHINAIBHOCTH JOKYMEHTOB OOBEKTA 3aIUTHI;

CTPYKTYPY CHCTEM YCIOBHOTO JOCTYIIa ¥ MIPUHIIMII UX pabOTHI;

BO3MOJKHBIE CITIOCOOBI, MECTa YCTAHOBKH U HACTPOWKH IMPOrPAaMMHBIX IPOIYKTOB;
KOH(HTypaluy 3alMIaeMbIX CeTel;

QITOPUTMBI PaOOTHI TECTOBBIX MPOTPAMM;

COOCTBEHHBIE CPE/ICTBA 3AIINTHI PA3INYHBIX ONEPALMOHHBIX CHCTEM U CPEL;

crocoObI U MeTobI MHUdpoBaHus UHYOPMALIHH.

1.3. KotnyecTBO 4acoB Ha 0CBOeHHME POTPAMMBbI IM CHMIIJIMHBI

MakcumanbHas yueOHast Harpy3ka oOydaromierocsi — 156 4acoB, U3 HUX:
- obsi3arenbHas yueOHast Harpy3ka oOydaromierocst — 104 yaca;
- caMOCTOsATeNIbHAs paboTa oOyJaromierocs —52 Jaca.

VYyebnas npaktuka — 36 4acos.



2. PE3YJbBTATBI OCBOEHUA TPO®PECCHUOHAJIBHOI'O MOAYJIA

PesynbraToM OCBOGHHS TpOrpaMMbl TNPOPECCHOHATBHOTO MOIYJSl SIBIISICTCS  OBJIAJICHHE
oOyuaromuMucs BUIOM npodeccruoHanbHol nestenbHocT (BITJ]) O6ecneyenne nHGpopMannoHHOI
0e30MacHOCTH B TeJIeKOMMYHUKAIIMOHHBIX CHCTEMaX M CeTAX BellaHHsl, B TOM 4YHCIIE
npodeccuonansubiMu (I1K) 1 06mumu (OK) kommereHusMu:

[IK 3.1 | Mcnonb3oBath mporpaMMHO-anmnapaTHble CpeACTBa 3allUThl HH(OPMALUU B CUCTEMAax
PaaMOCBS3H U BELIAHMSL.

[IK 3.2 | [IpuMeHsATh CHUCTEMBl aHAJIM3a 3aAIIMIIEHHOCTH Ui OOHApY>KEHHUs YSA3BHUMOCTEH B
ceTeBOI MH(PACTPYKTYpE, JaBaTh PEKOMEHIAIMH 110 UX YCTPAHEHHUIO.

I1K 3.3 | ObecneunBath O0€30MacHOE aIMUHUCTPUPOBAHKE CETEH BEIIAHMS.

OK'1 [ToHnMaTh CYyIIHOCTH M COLMANBHYIO 3HAYUMOCTh CBOEH Oyaymieil mpodeccun,
MPOSIBJISITH K HEM YCTOMYUBBIN MHTEPEC.

OK 2 OpraHu3oBbIBaTh COOCTBEHHYIO JAEATEIBHOCTD, BEBIOMPATH THIIOBBIE METOBI U CIIOCOOBI
BBINOJIHEHUsI TPO(EeCCHOHANIBHBIX 3a/1a4, OLIEHUBATh UX 3((EKTUBHOCTh U KAYECTBO

OK3 [IpyHMMaTh pelieHuss B CTaHJAPTHBIX M HECTAHIAPTHBIX CUTYyalUsX U HECTH 3a HUX
OTBETCTBEHHOCTb.

OK 4 OcyilecTBidATh MOUCK M HCIOJNb30BaHHE HMHPOpMAIMHM, HEOOXOAMMON  JUIs

3(1)(1)CKTI/IBHOFO BBITIOJTHCHH A HpO(beCCI/IOHaHLHBIX 3aga4, HpO(I)eCCI/IOHaHLHOFO u
JIMYHOCTHOI'O pa3BUTHUA.

OK 5 Hcnonp3oBath MH(POPMALMOHHO-KOMMYHHUKAITUOHHBIE TEXHOJIOTHH B
npodeccuoHaNBbHOM e TENbHOCTH.

OK 6 PaGotarh B KOJUIEKTHBE W KoMaHzae, d((EeKTUBHO OOIIAThCS C KOJJIETaMH,
PYKOBOJICTBOM, MOTPEOUTEIISIMHU.

OK 7 Bparb Ha ce0s OTBETCTBEHHOCTh 3a pPa0OTy UJICHOB KOMAaHIbl (TIOAYMHEHHBIX),
Pe3yJbTAT BBIITOJHEHUS 3aJaHUH.

OK 8 CaMOCTOATENBHO ONPENeNTh 33/1a4i NPOPECCHOHATBHOTO U JTMYHOCTHOTO PA3BUTHS,
3aHUMAaTbCs cCaMO00Pa30BaHMEM, OCO3HAHHO IJIAHUPOBATH MOBBIIICHUE KBATH(PUKALINY.

OK9 OpueHTHPOBaThCSI B YCIOBHSAX YaCTOH CMEHBI TEXHOJOTMH B MPO(heCcCHOHAIBLHON
JeSITebHOCTH.




3. CTPYKTYPA U COAEP KAHUE TPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. TemaTnueckuii miad npogeccuoHaabHOro moayas IIM.03 Obecneuenne nHGOPMANMOHHOI 6€30IIACHOCTH B TEJIEKOMMYHHKAIIHOHHBIX
CHCTEMAX U CeTAX BellaHus

OobeM BpE€MEHHU, OTBeJIeHHbIH HA 0CBOEHHE

IIpakTuka
MEKIMCHUIIIMHAPHOIO Kypca (KypcoB)
CamocrosiTe1bHasA
Oo0s3aTenbHast ayIUTOPHAsA yuyeOHast aBoTa
Harpy3ka o0y4aromerocs P
Koabl - B o0yyarouerocsi
aMMeHOBaHUS pa3/ieioB cero
npogeccuona- n O(peccnmla.nbﬂopro ?40 JIs yacos B T.H. [[{poussonctsenan
HBIX KOMIETEHIHil p ay 1aGopaTopHbie B T.4., B T.4., YueOnas, (o npodpuiio
KypcoBasi KypcoBasi 4acoB CHeNHATbHOCTH),
Bcero, paGoThI 1 Bcero,
pabota pabota 4acoB
4YacoB | MpaKTHYecKHe 4acoB
(mpoekT), (mpoexr),
3aHATHS,
4acoB 4acoB
4acoB
1 2 3 4 5 6 7 8 9 10
IK.3.1 Paznen 1 IlppuMeHeHUue KOMIJIEKCHOI 78 52 22 - 26 - 18 -
CHCTeMbI 3aIIMThI HH(pOpPMaLHK
K-3.2-3.3 Pa3nen 2. [lpumMeHeHHEe POrPaMMHO- 78 52 22 - 26 - 18 -
anmapaTHbIX CPEACTB 3aIIHUTHI
uHpopManuu
YueOHasi IPaKTHKA 36 -
IIpon3BoacTBeHHAsI MPaKTHKA (110 -
npohuJIio crnenuaJbHOCTH
Beero: 192 104 | 44 | - 52 | - 36 | -




3.2. Conepxanue o0ydyenus no npodeccuonaibuomy moaysaio [IM.03 Obecneuenne nHPOPMALMOHHOMH 0€30IIACHOCTH B
TEeJIEKOMMYHHKAIIMOHHBIX CHCTEMAX H CETAX BelaHUs

HaumeHoBaHue pa3/ieioB Mpo- 006 | Ypos
(heccHOHAJILHOTO MOYJISI Coaep:xanue yueOHOro MaTepuasa, 1adopaTopHble padoThl M NPAKTHYECKHE 3AHATHSA, CAMO- | beM | €eHb
(ITM), MesKIM CHUIJIMHAPHBIX cTosiTeJIbHAsI paboTa o0yyarmuxcsi, KypcoBasi padora (poeKr) 4ya- | OCBO
kypcoB (M/IK) u Tem COB | €HUA
1 2 3 4
Paspnen 1 Ilpumenenue
KOMILIEKCHOM CHCTeMBbI 3a11H- 78
Thl HHPOPMALMHU
MK 3.1 TexHoJsiorusi npume-
HEHNSl KOMILJIEKCHOM CHCTEeMBbI
3aIMThl HHPOPMALMHU B CH- 78
cTeMax paJIuoCBsI3M M CeTAX Be-
IAHUSA
Tema 1.1. Conep:xanue 12
OcHoBbI HHOPMANHOHHOH 1 IlonsiTHe MHpOPMALMOHHOI 0€30IACHOCTH, XaPAKTEPUCTHKA ee COCTABJISIFOIIUX.
GezonacHocTH " | Knaccudukanus u ananm3 yrpo3 HHGOPMAIIMOHHON O€301acCHOCTH B 2 2
TEJIEKOMMYHUKALIMOHHBIX CUCTEMAX.
2. | CpencrBa UHKEHEPHOI 3aIIUTHI. 2
3. | OxpaHHO-TIOKapHasi CUTHATU3AITHSI. 2
4. | TeneBU3NOHHbBIE CUCTEMBI OXPAHBI. 2 2
5. | Cuctembl ynpaBiaeHUs TOCTYIIOM. 2 )
6. | UaTerpupoBaHHbIE CHCTEMBI OXPaHBI. 2
[MpakTHyeckune 3aHATUA 10
1 | [IlpuMeHeHre CUCTEM CUTHAIM3AllMUA U OXPaHbI. 2
2 | IlpuMeHeHne cucTeM NOKapHON CUTHAIN3ALUN 2
3 | [IpumeHeHne cucTeM TeJIEeBU3MOHHOW OXpaHbl 2
4 | [IpuMeHeHre CUCTEM YIIPaBJICHHSI JOCTYTA Ha 00BEKT MH()OpMaTH3AIIHH. 2
5 | [IpumeHeHre UHTETPUPOBAHHBIX CUCTEM OXPaHHbI. 2
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Conep:xanue

6
1 WNndopmanus kak 00beKT npaBa. HopmatuBHO-IIpaBOBbIe OCHOBBI HHPOPMAITMOHHOM )
6e3onacHocTu B PO.
Tema 1.2. 3aKOHOJATEIbHO - HOPMATHUBHBIE aKThl B 00JIACTH 0OecreueHHs
IIpaBoBoe oGecnieueHue 2 | uHopMalMOHHOW 0€30IaCHOCTH, 3aIUThl TOCYAAPCTBEHHON TaltHbI U 2
HH(OPMALMOHHOI 0e30IacHO0- KOHQUACHIMATHHOU HH(OPMALIUH.
CTH
3 | HecankunoHMpoBaHHbIE U HENPEIHAMEPEHHBIE BO3/ICHCTBUSI. 2
IIpakTH4eckne 3aHATHSA 2
1 CpencTBa NpoTUBOAECUCTBHS HECAHKLIIMOHUPOBAHHBIM U HETIPEHAMEPEHHBIM BO3/Eii- )
CTBHSIM.
Conep:xanue 12
1. | OnTuyeckuii KaHaJ YTEYKH HH(OPMAIIHH. 2
2. | AKycTHYeCKUi KaHaJl YTEYKH WH(MOPMAITUH. 2
3. | DnexkTpuueckuii M 3JIEKTPOMAarHUTHBIN KaHaJbl YTEUKH MHPOpMAIUI 2
4. | CnenyanpHble MPOBEPKH. 2
5. | 3ammra CUCTEM CBA3H. 2
6. | BeiOop MexaHM3MOB U CpeNICTB oOecreueHust HH(PpOpMaIMOHHON 6€30MacHOCTH. 2
Tema 1.3 IIpakTH4Yeckue 3aHATHA 10
Oprann3zannoHHoe odecneye- 1 | BrisaBrienue u 0J10KMpOBaHHE ONTHUYECKUX KaHAIOB YTEUKU MH(OpMaLUU 2
HHe HH(POPMALMOHHOI Oe3- ) BrrsBrenue u 6;10KMpOBaHUE aKyCTHUECKUX KaHAJIOB YTEUKH HHPOPMALUU )
ONACHOCTH
BrisaBiienue u 6;10KMpOBaHUE DICKTPUUECKUX U DJICKTPOMATrHUTHBIX KaHAJIOB YTEUKU
3 uHbopMaIun 2
4 MeToab! ¥ CpeCcTBa IPOBEACHUS CIIEHUAIBHBIX IPOBEPOK. MeTOo/1bl U CpeACTBa 3aIlUThI )
CHUCTEM CBSI3U
Mertoab! u cpeacTa odecrieueHUs HHPOPMALIMOHHOM 0€30MMacHOCTH.
5 2
CamocrosiTesibHasi padoTa npu usydenuu pasjaena [IM 1 26

CucrtemaTnueckasi IpopaboTKa KOHCIIEKTOB 3aHATHH, yueOHOW U crienualbHON TEXHUUECKON JIUTepaTypsl (110 BOIIpOcaM K Ina-
parpacdam, ri1aBaM y4eOHBIX TOCOOHH, COCTaBIEHHBIM IIPENOJIABATENIEM).




[Toaroroska K 1a60OpaTOPHBIM paboTaM ¢ UCTIOIL30BAHHEM METOJMUYECKUX PEKOMEHaluil penogaBarens, opopMiIeHne 1a00paTOpHO-
MPAKTUYECKUX pabOT, OTYETOB U MOJrOTOBKA K UX 3aLIUTE.

[Touck napopmanuu B IHTEpHET.

IIpumepHasi TeMaTHKA BHEAYIMTOPHOI caMOCTOSITE/IbHOI PadoThI:

1. HopmaTuBHO-1IpaBOBBIE OCHOBBI MH(POpPMALIMOHHOW Oe30macHOCTH B PD.
2. CpaBHMTENbHBIN aHAU3 3aKOHOAaTeNnbcTBa B cepe b

3. M3y4yeHue cucTeM CUrHaJl3aluy U OXPaHbl.

4. CucteMsbl TENEBU3HOHHONW OXpaHbl

5. CucteMsbl ynpaBiIeHuUs TOCTyNa Ha 00bEKT MH(POPMaTH3AIHH.

6. CriocoObl KOAMPOBAHUS HH(POPMAITMOHHBIX COOOIIEHUH B CCTEMax CBSI3U.
7.CucteMa JOCTyIa B CETSIX COTOBOH CBSI3H.

18
Yueonasn npaktuka no M/IK.3.1
1. 3akoHOIAaTENbHO - HOPMAaTUBHBIE aKThI B 001acTu obecredeHns nHHOPMAIIMOHHON O€30IMaCHOCTH, 3alUTHl TOCYIaPCTBEHHOM Taii- 6
HBI ¥ KOHQUACHIIMATHHOU nHpOopManmu. M3ydeHrne MUPOBBIX CTAaHIAPTOB IO 3aIIUTe HHPOPMAITUU
2. Mopenu 3amuThl “HGOPMAIMOHHBIX crcTeM. Opranu3aius paboThl epcoHana ¢ KOH(GUASHIINATbHON HHpOpMaIHEeH. 6
3. Ananm3 nHQOPMAIIMOHHBIX PUCKOB MpeaAnpusaTHs. McciaenoBannue CHCTEMbI aHAIN3a PUCKOB U TIPOBEPKHU TIOJTUTHKH HHPOPMAITHOH-
HOM 0€30MacCHOCTH MPeAIPUATHS 6
Paznean 2.
IIpumeHeHne MPOrpaMMHO- 78
annmapaTHbIX CPEICTB 3alIUTHI
uH(popManun
MJIK 3.2
TexHoJI0TMS HCI0JIb30BAHUSA -8
CHCTEM YCJOBHOIO J0CTyNA B
ceTsIX BellaHus
Conep:xkanue 16
I. TepMuHsbl 1 onpesiesieHus: B 001acTi HHOOPMALMOHHON OE30MTaCHOCTH. 2
Tema 2.1 2 BpenonocHoe mporpaMMHOE 0OecTieueHHE. 2
IIporpaMmHo-annaparHble
CpE/ICTBA 3AATH MHBOPMA- 3 BpenoHocHbIE yTUIUTHI. 2
HH 4 Kuaccer IP-aapecos. 2
5 Jlenenue cetu Ha mojceTH. PacdueT Macok U mojACEeTe. 2
6 Jloxtpuna nHpopMaimonHoii 6e3omnacHoctu Poccuiickoii denepanuu 2
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7 Kpunronorus. 2
3 HNudopmarnimonnast 6e30macHOCTh B TEIEKOMMYHHUKAIIMOHHBIX U HHPOPMAITHOHHO-KOMMY - )
HUKAIMOHHBIX CETAX.

[MpakTnyeckune 3aHATUA 12

1 JIutieH3MOHHBIE U CBOOOTHO PACIIPOCTPaHsIEMbIe TPOTPaMMHBIE MPOAYKTHI. 2

2 O0s13aHHOCTH TIOJIL30BATENCH U OTBETCTBEHHBIX 32 oOecrnieuenue Oe3zomacHoctr UT. 2

3 VYcTraHoBKa U aHAN3 BUPTYAIBHON OMEPAIIMOHHON CHCTEMEI. 2

4 Pacuer cereit u macok nporokona [Pv4. 2

5 Henenue cetu ¢ knaccoBoii [IP-agpecanueit Ha moaceTu. 2

6 JleneHnue ceTu Ha MOACETH C 3aJJaHHBIMU XOCTaMHU. 2

Conep:xanue 14

9 CIyTHUKOBOE TEJIEBU3MOHHOE BEILIAHUE. 2

10 Cucrema ycI0BHOTO JOCTYTIA. 2

11 Pa3paboTtka nonutruku 6€300aCHOCTH. 2

12 Cucrema yCcIoBHOTO JOCTYIIA - TPOrPaMMHO-ANIIapaTHBII MEXaHHU3M. 2

13 TexHomorun 6€30MacHOCTH OECTIPOBOAHBIX CETEH. 2

Tema 2.2 OCHOBHBIE 3alITUTHBIE MEXaHU3MBI, PEATM3YEMbIC B paMKaX Pa3IMYHbIX MEP U CPEJICTB

CucremMBbl YCJ0BHOIO J0CTYIIA B 14 — 2
CETAX BEIAHMS 15 BbI00p CHCTEMBI YCIOBHOTO JIOCTYTIA. 2
IIpakTHyeckne 3aHATHA 10

7 Pacnpenenennsie DoS araku. 2

8 DnexTpoHHas MUPPOBas MOAIKUCH. 2

9 Co3nanue pe3epBHBIX KOMMK Ha Pa3IMYHBIX HOCUTENSIX HH(OpMAaIKH. 2

10 Cnioco0b! ayTeHTH(UKAIIMH TI0JIb30BaTeNIeld Ha OCHOBE OMOMETPUIECKUX JTaHHBIX. 2

11 N3yuenue u nactpoiika BIOS. 2
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CamocrosiTesibHas padoTa npu u3ydeHun pasaenaa [IM

Cucremarrdeckasi mpopadOTKa KOHCIIEKTOB 3aHATHH, yUeOHOW M CIEIIMAIbBHON TEXHUYECKOM JINTepaTyphl (110 BOIIPOCaM K Ta-
parpadam, riaBaM yuyeOHBIX TOCOOHIA, COCTABICHHBIM MPETOAABATEIIEM ).

[ToaroroBka k 1a00PATOPHBIM U MPAKTUYECKUM padOTaM C HCIIOIb30BAaHUEM METOINYECKUX PEKOMEHIaluii pernoaaBares, ohopmie-
HHUe 71a00paTOPHO-TIPAKTHYECKUX PA0OT, OTUYETOB U IMOATOTOBKA K MX 3aIlUTE.

[Touck napopmanmu B MaTEpHET.

[IpakTuyeckas oTpaboTKa HaBBIKOB ayTEHTH()UKALNY U UICHTU(DHUKAIIMH B CETEBBIX ONEPALMOHHBIX CHCTEMAX.

YueOHasa npaktuka no MIK.3.2

1. WnenTndukanus u ayTeHTUUKALMS [10JIb30BaTeNeH; OrpaHUYeHNe JOCTyIa B CUCTEMY; pa3rpaHMUYEHHE AOCTYIa; pErUCTparysl
coObITHi (ayauT) TunoBble yaaaeHHbIE CETEBbIE aTaKu U UX XapaKkTepucThka. KoMnbroTepHble BUPYCHI U 3aIlIUTA OT HUX. AHTHBHPYC-
HBbI€ IIPOTrPAMMBbI U KOMITJIEKCHI.

2. Kpunrorpaduueckas 3amuTa; KOHTPOIb HETOCTHOCTH; YIPABICHUE MOJIUTHKAMH 0€30MaCHOCTH; YHHUTOXKEHUE OCTAaTOYHOM
MH(pOPMaLINK; Pe3epPBUPOBAHNE JaHHBIX; CETeBasl 3alUTa; 3alUTa OT YTEUKH U epexBaTa HH(OPMAIMK 10 TEXHUYECKUM KaHaJIaM.
3. [IudpoBaHue ¢ OTKPHITHIM KIIOUOM U 3JeKTpoHHas 1udpoas noanuck Ha GPG. Meron mmdpoBaHus ¢ OTKPHITHIM KIHOYOM

RSA. HUcnonp3oBanue xam-¢yuknuii Ha mpuMepe MDS. OnieHka yCTOWYUBOCTH TAPOJIs KO B3JIOMY.

26

18

Jlj1g XapaKTepUCTUKHN YPOBHSI OCBOCHHSI y4eOHOr0 MaTepHralia UCIOIb3YIOTCS Clleyolre 0003HaYeHHUS:
1 — o3HaKOMUTENIbHBIN (Y3HABaHHE paHee U3yYCHHbIX 00BEKTOB, CBOMCTB);
2 — penpoayKTUBHBIN (BBINOJIHEHUE ACSITEILHOCTU MO 00pa3ily, MHCTPYKIMU WM MO/ PYKOBOJCTBOM);
3 — IpOAYKTUBHBIH (IUTAHUPOBAHHUE U CAMOCTOSITEILHOE BBIIIOJHEHUE IEATEIIbHOCTH, pelliCHHEe POOJIEeMHBIX 3a1a4)
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4. YCJIOBUS PEAJIN3AIIMA PABOYEN ITPOTPAMMBI
HPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeﬁoBaHm{ K MUHHMAJBbHOMY MaT€PUAJIBHO-TEXHUYECCKOMY o0ecneYeHUI0

Peanu3aiuss mporpaMMbl MOJIYJISl TPEANOJAracT HaJHYUE CICAYIOIIUX MMOMELICHUN I TPOBEICHHUS
3aHSATHM:

1. VYueOnas  ayauTopust i1 TNPOBEJACHUS  JICKIMOHHBIX  3aHATHH,  YKOMIUIGKTOBaHHAs
CHEIUATM3UPOBAHHON MEOECIIhIO M TEXHUUYECKUMU CPEICTBAMH OOyUCHHUSI.

2. YueOHas ayIuTOpHs JJIs IPOBEACHUS MPAKTHUSCKUX 3aHIATHH M JIAOOPaTOPHBIX PaboT - 1abopaTopHid
«MHbopMaIIIOHHON 0€30MTaCHOCTIY; «3BYKOBOTO BEIIAHHS.

3. YueOHas ayauTopus Ui TPOBEIACHHS TEKYIIEro KOHTPOJAS U IPOMEKYTOYHOW aTTeCTallWH,
OCHAIIICHHAs! KOMITBIOTEPHOM TEXHUKOM.

4. IMomeriieHue iss CAaMOCTOSTEILHON pabOThl 00YYaIOIIUXCsl, OCHAIICHHOES KOMITBIOTEPHON TEXHUKOM C
BO3MOXKHOCTBIO TIOAKIIOUCHHS K ceTh MHTepHeT u oOecrneyeHHeM JOCTyna B 3JICKTPOHHYIO
nH(pOpPMaIMOHHO-00pa3oBarenbHy0 cpeaxy BBO MTYCH.

Oo6opynoBanue jabopaTopuii 1 pado4ux MecT JJadopaTopuii:

1. UndbopManinoHHON 6€301aCHOCTH

Kommyratrop CompexSRX2224, wuntepaktuBHass nocka ClassicSolution, auctpubytus 1O
ViPNetClient, muctpubytue CK3U  "KpunrollpoCSP"  Bepcum 4.0, mguctpubytu  I1O
ViPNetAdministrator, mepcoHalIbHBIE KOMIBIOTEPHI, KIACCHAsl IOCKAa, JKpaH, MPOEKTOpP, KOMILICKT
y4e0HO-METOINYECKON TOKYMEHTAIUH.

2. 3BYKOBOI'O BEIIAHHUS
AmmapartHo-cryauitabiii 610k [1TC, wacroromep U3-57, reaepatop HY curnanos ['3-112, reneparop

HY curnamnos 1'3-109, ocummnorpader: C1-68, C1-81, C1-65, pamuonpuemuuk "Wmmm", koMmmboTep
(MOHHMTOp, CHCTEMHBIH OJIOK, MBIIb), aKyCTUYECKHE CHUCTEMBI, IIM(POBON reHepaTop curHaioB FM,
NepeIaTuiK CUTHAJIOB pajuoBeniarenbHoro nuanazona OMB FMExciter 87,5-108MI'n, octimmtorpad
teneBu3noHHbI C9-32, renepatop tenerecta JIAIICHU TT-03, renepatop ucnelTatenbHbIX curHaios TB
['6-8, 6nok muranms 1'6-30, maker mepematdmka mnpoBogHoro Bemanus I[ITIIB-500/250, tecToBbrit
TeneBu3op aHanorosoro TB, TeneBusnonHblil Mogynsatop MT-300, Tpanckoaep TeneBU3MOHHBIN Jlancu
TKB-03, m3meputens AUX X1-50, KOMIbIOTEPHI I TperoaBaTesss u 00yJaronuxcs, KiiaccHas J0CKa,
9KpaH, IPOEKTOP, KOMIUIEKT yueOHO-METOUYECKON JOKYMEHTAIIUH.

Peanuzamust mporpamMMbl MOAYJSI MPEAINONAracT O0S3aTENbHYI0 yYEeOHYIO MPaKTHUKY, KOTOPYIO
PEKOMEHyeTCsl TPOBOJIUTh B YYEOHOW ayaUTOPUU JUIsI TPOBEICHUS MPAKTHUYECKUX 3aHATUH —
KOMIIBIOTEPHBIE MACTEPCKHUE.

O0opynoBaHNe KOMINBIOTEPHBIX MACTEPCKHUX:

KommyTtaTtop CompexSRX2224, unrepaktuBHas nocka ClassicSolution, nuctpudytus 10 ViPNetClient,
muctpuOytuB  CK3U  "KpuntollpoCSP" Bepcun 4.0, mucrpubytuB I10 ViPNetAdministrator,
o0opyoBaHHOE pabouee MeCTO il TpenojaBareisi, MEePCOHAIbHBIC KOMITBIOTEpPHI, KJIacCHas JOCKa,
9KpaH, MPOEKTOpP.

Hcnoab3yemoe mporpaMMHoe ofecriedeHue:

- Kaspersky Endpoint Security ans 6uzneca — Pacumpennsiii Russian Edition. Educational Renewal.
- OC Astra Linux Common Edition penu3 «Open» (cBo6oaHo pacnpoctpansemoe [10);



- 7-Zip (cBoboHO pacnpoctpansiemoe [10);

- Mozilla Firefox (cBoGoano pactpoctpansemoe [10);
- Foxit Reader (cBoGoaHO pacnpoctpansiemoe [10);

- Yandex.Browser (cBo6oaHO pacnpoctpansemoe [10);
- VSCodium (cBo6oano pacmpoctpansemoe [10);

- Pinta (cBoGoaHO pactpoctpansemoe [10);

- AdobeReader (cBob6oano0 pacnpoctpansiemoe 110);

- LibreOffice (cBo6oano pacnpoctpansemoe [10).

4.2. UndopmanuonHoe odecrieyenne 00ydeHust

Ilepeyenb pexkomMeHayeMbIX Y4yeOHbIX M3AaHUii, HHTepHeT-pecypcoB, AONOJHHUTEJIbHOM
JINTePaTypbl

OcHoBHast iuTEpaTYpa

1. Cysopoga, I'. M. OcHoBbI HH(OpMAIIMOHHOM Oe30macHoCTH : yueOHoe nocobue mis CI10 /
I'. M. CyBopoBa. — Capartos : [IpodobpazoBanue, 2021. — 214 c. — ISBN 978-5-4488-1294-1. —
TekcT : aNeKTPOHHBIH // DIeKTPOHHBIN pecypc 1HdpoBoit oOpazoBarenbHOl cpeabl CITIO
PROFo6pazoBanue : [caiit]. — URL: https://profspo.ru/books/108005/

2. I'anarenko, B. A. OcHOBBI HHPOPMALIMOHHON Ge3omacHOCTH : yuyeObHoe mocobue / B. A. I'a-

nateHko. — 3-e u3a. — Mocksa : UaTepHet- YauBepcurer Mudopmanmonnsix Texnonoruit (MHTYUT),
Aii ITu Ap Memua, 2020. — 266 c¢. — ISBN 978-5-4497-0675-1. — TekcT : 3MeKTPOHHBIH // DIEKTPOH-
HBIA pecypc 1udpoBoii odpasosarenbHoi cpenbl CIIO PROFoOpazoBanue : [caiit]. — URL: https://
profspo.ru/books/97562/

3. 3ybkoBa, T. M. Texuonorust pa3paOoTKi MPOTrpaMMHOTO oOecreueHust : yueOHoe mocoone
st CITO / T. M. 3yokoBa. — Caparos : [IpodobOpazoBanue, 2019. — 468 ¢. — ISBN 978-5-4488-0354-
3. — Texkcr : 2NeKTpOHHBIN // DNeKTPOHHBIN pecypc mudpoBon oopazosatenpHOM cpenbl CIIO PROFo06-
paszoBanue : [caift]. — URL: https://profspo.ru/books/86208/

JlonotHUTEILHAS JTUTEpPaTypa
1. Maiictpenko, A. B. MynsTuMenuiinbie cpenctsa 00padoTku nHpopmaluy : yaeOHoe 1o-

cobue mst CI1IO / A. B. Maiictpenko, H. B. Maiictpenko. — Capatos : [IpodobpazoBanue, 2020. — 81
c. — ISBN 978-5-4488-0734-3. — TekcT : 31eKTpOHHBIN // DaeKTpoHHO-OMOMoTeyHas cucrema IPR
BOOKS : [caiiT]. — URL: http://www.iprbookshop.ru/90169.html

2. ConosweB, H. A. lludporas o6paboTka nHpopmManmy B 3ajadax W MpuUMepax : ydeOHoe
noco6ue st CITO / H. A. ConoBeeB, H. A. Tummna, JI. A. FOpkeBckas. — CapatoB : [Ipodobpazosa-
aue, 2020. — 122 ¢. — ISBN 978-5-4488-0596-7. — TekcT : 27eKTpOHHBIH // DIEKTPOHHO-ONOINOTEY -
Hasg cuctemMa IPR BOOKS : [caiit]. — URL: http://www.iprbookshop.ru/92201.html

3. [Tpoxoposa, O. B. NHdpopmanmonHas 0€30MacHOCTh M 3amuTa WHPOPMAIUH : YICOHUK
s cno / O. B. IIpoxopoBa. — 2-e u3a., crep. — Cankr-IletepOypr : Jlanp, 2021. — 124 c. — ISBN
078-5-8114-7338-0. — Tekcrt : 2nekTpoHHBIA / JlaHB : 2JIEKTPOHHO-OMONMOTEYHAs CHCTEMa. —

URL:https://e.lanbook.com/book/158939/

DJIeKTPOHHBbIE 0a3bl MEPUOANYECKUX U3TAHMIA:
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https://e.lanbook.com/book/158939/
https://profspo.ru/books/86208/
https://profspo.ru/books/97562/
https://profspo.ru/books/97562/
https://profspo.ru/books/108005/

9BC eLIBRARY.RU: https://elibrary.ru/

DJIEKTPOHHBIE pecypchl:

OBbC m3narenscrBa «Jlaub»: http:/ www.e.lanbook.com/

OBC IPRbooks: http://iprbookshop.ru

Hayunas snekrponnas 6ubanorexka eLIBRARY.RU: https://elibrary.ru/

OBbC POLPRED.COM: https://polpred.com/

3P HOC CIIO «PROFo6pa3oBanue»: https://profspo.ru/

Poccuiickas rocynapcrsennas 6uodnuoreka (PI'B): https://www.rsl.ru/

Poccwuiickas HanmonanbHas 6ubnuoreka (PHB): http:/nlr.ru/

['ocynapcTBeHHas myOnu4Has HayuyHo-TexHuueckas oubnuoreka (I'TIHTB): http:/ www.gpntb.ru/
. IIpe3unentckas Oubnuoreka: https:/www.prlib.ru/

10. Poccuiickuii hona pyHaameHTanbHbIX HccaeaoBanuii: https://podpiska.rfbr.ru/

11. Undopmarnmonnas cucrema «Pernmament»: https://www.reglament.pro/

12. Nudopmarnmonnas cucrema «EmnHOe OKHO gocTyma K oOpa3oBaTelnbHBIM pecypcam»:  http://
window.edu.ru/

13. Poccrangapr: http://www.gost.ru/

14. Caiit EBponeiickoii opranuzaiuu no crannaptuzanuu (ETSI): http:/www.etsi.org

15. CaiiT MexayHapoIHOTO COI03a 3JIEKTPOCBsA3U: http:/www.itu.int

DO N U W~

4.3. O0mue TpeGoBaHUs K OPraHu3aniu 00pa3oBaTeJbLHOIO0 Mpoiecca

OO0pa3zoBarenbHOE YUpPEXKJICHHE 00S3aHO €XKEroHO OOHOBISATH OCHOBHYIO HPO(ECCHOHATIBHYIO
00pa3oBaTeNbHYI0 MporpaMmy (B 9acTé Mpo(ecCHOHATBHOTO MOJYJIS), TPOTPaMMBI IPOU3BOICTBEHHBIX
NOPaKkTUK;  METOAWYECKMX  MaTepuaioB,  OOECHEUMBAIOMIMX  peau3alMi0  COOTBETCTBYIOIIUX
00pa30BaTENBHBIX TEXHOJIOTHH C YUETOM 3alpocoB padoToaTeseil B KOHTEKCTE CIOKHMBIIETOCS YPOBHS
pa3sBUTHA HAYKH, TEXHUKHU, TEXHOJIOTUH, COLIMATBHOMN cepsl, a Takke JeHCTBYIOIIEro 3aKOHOAATEIbCTBA.
Jomxna obecnieunBathesi d(dexTHBHAs camocTosiTeNbHAs padboTa oOydalomUXCsl B COYETaHUU C
COBEPILIEHCTBOBAHUEM YIIPABJICHUS €10 CO CTOPOHBI MperoiaBaTeneil.

4.4. Kaaposoe o0ecnieueHne 00pa3oBaTe/ibHOIO NMpolecca
Peanmzamus  paboueil mporpaMMbl NMPO(ECcCHOHAILHOTO MOJIYJS JIOJDKHA —00ecTeurBaThCs

MeJarOTHYECKMMA ~ KaJIpaMi, HWMEIOIIMMH  BBICIIEE O00pa3oBaHWE, COOTBETCTBYIONIEE MPOQIITIO
po(hecCHOHATEHOTO MOTYJIS.
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